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[NepcoHanbHble AaHHble NpPeAcTaBAsAlOT cOboM MHPOPMALUIO O KOHKPETHOM YesIOBEKE.
9TO Te AaHHble, KOTOpble NO3BOAOT HAM Y3HaTb Ye/I0BEKA B ToMNe, UAEHTUOULMPOBATL U
onpenennTb KaKk KOHKPETHYH JIMYHOCTb. ""“'-. ; _"-1

TaKMX MAEHTUDULMPYHOLLMX AaHHBIX OFPOMHOE MHOMECTBO, K HUM OTHOCATCS:
¢amunua, umsa, omyecmBo, JAamad PpoOXKAeHus,
>XumesibcmBa, HoMep menedoHa, agpec i
BO3pacm u np.

Tak, ec/lu Mbl KOMY-moO CKa>keM, cBOoU (pAMUJIUK
>XUmesibcmBd, Mo HAC BroJiHe MOXKHO 6yem orno3

MosyyaeTcs, 4TO MEepCoHasibHble AaHHbIE - 3TO He MPOCTO BawM GaMUAUA AN UMS,

NepcoHasibHble AAaHHble - 3TO HAbGOp AaHHbIX, UX COBOKYIIHOCTD, AT
naeHTudbunumnpoBaTtb Bac.
B UenoM MOXHO CKasaTb, YTO MepCOHasibHble [aHHb 3TO C IX,

KOTOpble HEOBXOAMMbI U A0CTaTOYHbI A1s1 UAEHTUDUKALMN KAaKOro-TO YEJIOBEKA.




BnomeTtpumnyeckne nepcoHasibHble AaHHbIE
npeacTaBastoT coboun cBeaeHus

O HaLIMX BUONOTNYECKUX OCOBEHHOCTSX.
9TU AaHHble YHUKaNbHbI,

NpuUHaanexKat ToNbKO 0JHOMY YEJIOBEKY U
HUKOrga He NOBTOPSIOTCS.

bnomeTtpumnyeckne naHHbIe 3a10XKEHbI B HAC

OT POXAEHMS CaMOU NPUPOAON, OHN HUKEM

He NPUCBaMNBAIOTCA, 3TO NpocCTO
3aKO4MpPOBaAHHaA

MHbopMaLms 0 YeNoBEKE, KOTOPYH Koam
Hay4YM/INCb CYUTbIBATb

TaKMM JaHHbIM OTHOCATCS:

omne4yamok najbua,

PUCYHOK paay>xHou 060/104KU raasa,

koa AHK, cnenokK ronoca u np.



CyLLLeCTBYIOT MNEPCOHAaJIbHbIE AaHHbIE, FOCCMACK AR

GEAEFAIIHE

KOTOpble NpeacTaBasaoT cobon Habop unodp.
bnaropgaps Takomy Habopy undp

FOCCHPCKAR SENERLMHA

HaC MOXXHO onpeaeinTb Kak KOHKPETHOIo 4YeJs1I0BEKa, CTPAXOBOE CEMAETENLCTBO
YCTAQHOBUTb HaLly JIMYHOCTb. o . LTS
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e TaKuMu nepcoHaIbHbIMU JAHHbIMU SAB/IAIOMCS:
o=~ HOMep u cepus nacnopma,

e e ORI cmpaxoBoli HoMep UHAuUBUAYydJIbHOro auleBoro ciema (CHUJIC),
UHAUBUAYabHbIU HOMep Haaoronaamensiuuka (UHH),

HoMep 6aHKOBCKOro cyema,

HoMep 6aHKoBCKoU Kapmbl.

Takune «KoaoBble AaHHble» NMPeacTaBASaOT COO0M HEKMKU Habop
3awndppoBaHHOM MHGOPMaLIMK O YENOBEKE.

LLInppoBaHME 3TUX AAHHbIX MOXXET NPOMN3BOANTLCSA FOCYAAPCTBOM.
[lacnopT coaepXXnT CeEpUo 1 HOMEP, a TaKXe MHY MHPOpMaLULO.
LLiIndpoBaHne MoXeT Npom3BoauUTLCA OaHKOBCKOW opraHu3saumnen, & _
HanpuMmep, HoMep BaHKOBCKOM KapTbl TOXKE UHAMBUAYAJIbHbBIN, SO <,
OH HE NOBTOPSAETCA N NMPUHAONEXNT UCKNOUUTE/IBHO AepXKaTeto 6aHKOBCKOM KapThbl.



Kakpoe Hawe aencreue, coBepliaemMoe B ceTu IHTEPHET, OCTaBASET onpeaeneHHbin umdpoBom
cnep.

Takue cneabl ocTaBaseT MHGOPMaLMS, KOTOPYHO Bbl JOOPOBOJIbHO pa3MellaeTe B ceTn MHTepHeT,
Hanpumep, ¢otorpadum B coLnanbHbIX CETAX, BbICKa3blBaHUSA Ha GopyMax, «J1aliKM» HOBOCTEN U
MHOro€ Apyroe.

Kpome Toro, umdpoBble cnefbl ocTaBAsSIET Ta UHGOPMaLLUS, O HAIMYNU KOTOPOW Bbl MOXKETE U He
nogo3peBaTb, Hanpumep, MHGopMaLUs O MOCELLEHHbIX CaNTaX, O COBEPLUEHHbIX MOKYMKax, O
BalLLleM reorpadpuyeckoM MeCTopacrnosioKEHUU U Np.

Echan obpaboTtaTtb BCHO 3Ty MHPOPMALMIO, TO MOJYYUTCS OYEHb TOYHbIM MOPTPET («npodann»),
KOTOPbI MOXHO MCMNO/Ib30BaTb AJ19 NPUHATUSA pELLEHUN B OTHOLUEHUN KOHKPETHOrO YenOBEKA.
Hanpumep, HanpaBUTb EMY aZIPECHYIO PEK/IaMy B COOTBETCTBUM C NPEANOYTEHUAMMU, «aUKaMU»
WX OTKa3aTb B NOCTYNAEHMU Ha paboTy 1 np.

CerogHs MHGOPMaALIMOHHbIE TEXHOIOTMW MO3BOASAIOT 0OpabaTbiBaTb U aHANU3UPOBATb OFPOMHbIE
06beMbl [aHHbIX AN BbISBAEHUS 'HOBOM WHPOPMaLMK, - NpeacTaBASaOWEN UEHHOCTb A4
NPUHATUS PA3INYHBIX PELLEHUN.

NpenacrtaBbTe cebe AaHHble O CaefaX BCeX rnojsib3oBatenen cetn MHTepHeTr Poccun uau apyrou
CTpaHbl, KOTOpble OHW OCTaBMAM 3a NacaegHue 10mer.

DTOT KONoCCaNbHbIN 006beM MHOOPMAUUNK, NoaAeKalmn o0bpaboTke M aHaAU3y, MNOAYHUN
Ha3BaHue Big Data nnm bonblune aaHHbIE.

Mpn 3TOM BonbluMe AaHHble NOJy4aloT He TOIbKO bnarogaps Bawmm umdpoBbIM cnepam, Ux
NoObIBAlOT M3  WMHbIX MWCTOYHMKOB, HamMpuMep, C MNOMOLWbI AaTYMKOB Moroapl UAU
Fe0/I0KaLMOHHbIX CUCTEM.



Kak 3almTnTb ragxeTtbl OT BPpeAOHOCHbIX
anrErplaMMap,meTbl cneynazsbHble NMoYTOBbLIE d)l/lflepr U aHTUBUPYCHbIE

nporpamMmMbl. OHu MOTYT NpeaoTBpaTnUTb, KaK NMpAMbIE€ aTaKU 3/1I0YMbILLWJTIEHHNKOB, TaK
N aTaKU, NCnoJibyrowmne BpeJoHOCHbIE NPUNTOXKEHUA.

2. icnonb3yiTe To/IbKO JIMLEH3UOHHbIE NporpaMMsl. Yalle Bcero Bupycamm 6biBatot
3apa)keHbl NMPATCKUE KOMUM NPOrpamMm.

3. Nicnonb3yiTte NpoBepeHHbIE CanThI.

4. CucteMaTUYECKM NPOBEPAINTE CBOU A0M3

5. lenanTte pe3epBHYIO KOMUIO BaXKHbl

6. lNepmnoanyeckn MeHANTE Napon oT
$dopyMoB 1 np.



Kak oowaTtbecsa B CeTun

1.Ctapantecb He BblKnaapbiBaTb B NIHTEPHET IMYHYIO MHOPMALMIO MU CYLLLECTBEHHO COKpaTUTE
06beM AaHHbIX, KOTopble Nybnkyete B UIHTepHeTe.

2. He BbikN1agbiBanTe AMYHYIO MHPOPMALMIO O BalLMX APY3baX B VIHTEpPHET 6e3 uX pa3pelleHus.

Mpexxae 4yeM pa3MecTuTb MHGOPMaLUIO O Apy3bax B CeTn, y3HanTe, HE BO3PaXKatoT JIN OHM,

4TOObI Bbl BbIJIOXWU/IN JaHHbIE.

3. He otnpaBnsinTe cBOM NepcoHasibHble AaHHbIe, a TaKXKXe CBOM BUAEO M GOTO NOASM, C KOTOPbIMU

Bbl MO3HAKOMUJIUCL B VIHTEpPHETE, TEM BOJIEE €CNIN Bbl HE 3HAETE UX B PEAJIbHOM KU3HMU.

4. Mpun 06WEHUN C APYTMMU NONb30BATENIIMU CTapanTeCh ObITb BEX/IMBbIMU, AENUKATHBIMMU,

TaKTUYHBIMU 1 ApYXenobHbIMU. He nuwmnTe rpybocten, ockopbaeHnin, MaTepHbIX C/IOB - YNTaTb

TaKue BbICKa3bIBaHWs TaK XKe HEMPUSITHO, KaK U C/ibl

5. Crapantecb He pearMpoBaTs. Har obuaHble KOMM , XaMCTBO M TrpyboCTb Apyrux

nonb3osatenen. Bcerga nbitaintech yaaanTb R KTbl C BaTE/IAM MUPHBIM MyTEM,

nepeseauTe BCE B WYTKY UJIM NPeKpaTuTe obLIEHNE C arPeCcCMBHbLIMILAO/IL30BaATENAMM.

Hu B KoeM cny4vyae He OTBEYaUTE Ha arpeccuto TEM XKe cnocoboM. 5“'_1_; '

6. Ecinm pewmntb Npo6sieMy MUPHbIM NYTEM HE YAaN0Chb, HanMULWIMTE Xaaoby agMUHUCTpPaATOpYy

camTa, notpebynte 3a6/10KMpoBaTb 0ONAYMKA.

7. Echv apgMUHUCTpaTOp camMTa OTKasaics BaM MOMOYb, MPEKPATUTE MOJIb30BATbCS PECYPCOM U

ygannte oTTyga CBOM AaHHbIE. :

8. He ncnonbsymte Cetb ANs pacnpoCcTpaHEHUS CNIJIETEH, YIPO3 U XY/IMTAHCTBA.

9. He BCTpeuy a/IbHOM »KMU3HWU C OHNANH-3HAKOMbIMU 6e3 pa3peLlleHnss poaAUTENEN

nocrapa BCTPEYY B COMPOBOXIEHNN B3POC/IOr0, KOTOPOMY Bbl JJOBEPSETE.



10 crtoco60B 3alMThI IUMUHBIX TaHHbIX

Kak He cTath KEPTBDF‘I HHTEPHET-MOLIEHHWKOB

@ r;ﬁ:‘:ﬁ;:;:::::ﬂpﬂ $n YeranoswTe Ha ceoi (ceowm) MK
B o sawmTHoe N0 (aHTeupyc u dai-
ne B coUManbHbIX CETAX, MCNoNb- Csoespemenro obHosnmiiTe £pBON) M CNENWTE 38 peErynapHo-

3YWTE COKPLITME OaHHBIX OT BLEX, nporpamMHos obecneyenune CTbio 0BHOBNEHWI AHTMBMPYC-

OBpawaiiTe BHUMaHKE

B =i / Ha XapaKTep AaNHbIX NpW peru- _
CTPaWWH B OHNaHH-CEPBMCAX. He sanyckaiTe nogospHTenbHble
BNOMEHWA, NPUCAAHHbIE

@ TwareneHo BoibupaiATe oHNaAH- He ykasnisaiiTe AaHHbIE, KOTO- No INEKTPOHHOW NOYTE W YEpes
MarasuH, npemxane yem coobwarts pbie B ASHCTBMTENBHOCTH HMHTEPHET-MECCEHIHKEPHI

AaHHbie BaHKOBCKOW KapThl, S

= i VKHBI ONA NONYYEHWA yr —
NONLIYHTECH YOTYToN ¥ . = =
5M5-uHdopMuposadua ot BaHka S} bejimita (FOmERe Ypcns _u = | |

PEHMMA MUYHOCTH M T.N.),

a B oy4ae HeobxogumocTv
MIKMTE MeHee TpeboBaTenbHbIE YcTaHoewTe napons gocTyna

K NEPCOoHaNbHEIM AaHHBIM K CM3PTOHY K CNELUanMsnpo-
CEPBMCLI-BHAN0MM BaHHbIE NPUNOKEHUA ONA
NoWCKa annapata W yaaneiHoro

o - e
= =183 HEE OTHOCMTECH K YCTAHOBKE

ManoW3IBECTHBIX NPHUNOAHEH M.

@ Veranoeute ceoi coBoTBEHHEBIN i OTkniouaiTe HEMCNONLIYEMBIE
napont gomawHel ceti Wi-Fi @ T T R SIS I S T 5 becnpoBoOHbIE MHTEpPGENACH
npu NEPEXOAE W3 NOYTHI

W C CAMTOB _

@ He ucnonbayitte oguu napons
LNA BCEX HHTEPET-PECYPCOE
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[1ns noarotoBKn ncnonb3oBaHbl ObINM MaTepuansl canta
[lepcoHanbHbIegaHHble. OETH.

Pexxum goctyna: http://personalnye dannye
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